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Mobile Phone Policy

Mobile phone use

STM Group (UK) Ltd may provide you with a mobile phone for use in connection with the
Company's business. This is to be used exclusively for work-related telephone calls during
working hours. You may not use the company phone for non-company business. You may only
do so if written authority to do so has been given by a Director of the company. STM Group (UK)
Ltd receives an itemised list of all calls made on the mobile phone from the mobile phone service
provider. This list provides details of the number of calls, the length of calls, the cost of calls and
the numbers dialled. Use of the mobile phone for telephone calls unrelated to Company
business as evidenced by this list will constitute a disciplinary offence and will be dealt with
under the Company’s disciplinary procedure. The company may also require you to pay for any
personal use.

Loss of the mobile phone and return of the mobile phone

Where required, the Company will supply a communication device/mobile phone for official
use on site worth approximately £200. You are required to repay to the Company the cost of
the mobile phone if it is lost or stolen whilst under your control due to your negligence and any
deduction will be made in one payment.

By signing the required documentation STM 03-20, you agree to provide your written consent
for the Company to deduct the value of the mobile phone and any accessories from your
wages if the mobile phone is lost or stolen whilst under your control due to your negligence or
wilful default.

The Company reserves the right to require you to return your mobile phone at any time during
your employment (if one was issued to you personally)

On the termination of your employment, you must promptly return or account for your mobile
phone. By signing STM 03-20, you also agree that failure to do so will entitle the Company to
withhold any outstanding monies/wages due from the Company to you up to the value of the
phone and any accessories. Upon leaving STM, please refer to the company’s Leavers Policy
and Procedure.

Mobile phones and driving

Some employees are required to travel by car or other vehicle on the Company’s business
from time to time as part of their job duties. Operating a mobile phone whilst driving reduces
concentration and increases the likelihood of an accident. It is also now a criminal offence and
the penalty is a fine and three points on your Licence. This policy therefore also sets out the
Company’s requirements in relation to your using a mobile phone whilst driving on Company
business. It applies irrespective of whether you use the Company-provided mobile phone or
your own personal mobile phone.
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Hand-held mobile phones

You are prohibited from using a hand-held mobile phone or similar hand-held electronic device
whilst driving as part of your duties, whether this is to make or receive telephone calls, send or
read text or image/picture messages, send or receive facsimiles or to access the internet or e-
mail. If you are discovered contravening this rule, you may face serious disciplinary action
under the Company’s disciplinary procedure. In view of the potential health and safety
implications, it may also constitute gross misconduct and could render you liable to summary
dismissal.

If you do wish to use a hand-held mobile phone whilst driving in these circumstances, you
must pull over and stop the car in a safe place and completely turn off the car’s engine before
using the mobile phone. A person is regarded as ‘driving’ for the purposes of the law if the
engine is running, even if their vehicle is stationary. This means you must not use a hand-held
phone at traffic lights, during traffic jams or at other times when the engine is still running.

Hands-free mobile phones

A hands-free phone is one that does not require the user to hold it at any point during the
course of its operation. A mobile phone that is attached to fixed speakers and does not require
the user to hold it whilst in use (for example, because it is stored in a cradle) would be
covered, as would a hands-free mobile phone that has voice activation. If the phone needs to
be held in the driver's hand at some point during its operation, for example to dial the number
or to end the call, it is not hands-free.

If you are required to travel by car or other vehicle as part of your job duties and the company
provides you with a vehicle that has a factory fitted handsfree kit, use of this is permitted. |If
you choose to use your own mobile phone in these circumstances, then you must ensure you
have the appropriate hands-free equipment for your phone.

However, even with hands-free equipment, driving and conducting a telephone conversation
are both demanding tasks and you should take all reasonable steps to ensure you do not carry
out these tasks at the same time. Whilst driving as part of your job duties, you should make
use of any voicemail or call divert facility available, rather than make or receive ‘live’ calls. You
should then stop regularly in safe places to check for voicemail messages and to make and
return calls. If you do need to make or receive a call whilst driving on Company business with
appropriate hands-free equipment, these should be limited to emergency or essential calls and
only when it is safe to do so, with any incoming callers being informed that you are driving and
so the call must be kept short.

Mobile Phone Data (Internet)

All mobile phones issued on behalf of the company may have mobile data available (internet),
this does not mean it is a tool to be used due to hidden costs being affective from its use.
Please seek information and obtain clarification that the mobile data can be used and how
much if so is available as a tool for work.
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Procedures - Acceptable Uses (Internet)

Uses that are acceptable and encouraged are:

i)  Communications and information exchanges directly relating to the aims and
business of the Company.

ii) Use for research, analysis, advisory, professional or development activities
related to Employee’s, Contractors and other staff duties.

Procedures — Un-acceptable Uses (Internet)

Uses that are unacceptable involve the access, use, submission, publication, display,
downloading, personal use or transmission of any information which:

i) Violates any of the Company’s regulations.

ii) Violates or infringes on the rights of any other person, including the right to
privacy.

iii) Contains defamatory, false, inaccurate, abusive, obscene, pornographic,
profane, sexually oriented, threatening, racially offensive, or otherwise biased,
discriminatory, or illegal material.

iv) Restricts or inhibits other users from using the system or the efficiency of the
Company’s computer systems.

V) Results in the unauthorised editing of the Company's web pages.

vi) Encourages the use of controlled substances or uses the system for purposes
with criminal intent.

vii) Uses the system for any other illegal purpose.

It is also unacceptable to use the facilities and capabilities of the system to:

i) Conduct any unapproved business.

ii) Solicit the performance of any activity that is prohibited by law.

iii) Transmit material, information, or software in violation of any law.
iv) Conduct any unauthorised political activity.

v) Conduct any unapproved fund raising or public relations activities.
vi) Engage in any activity for personal gain.

vii) Make any unauthorised purchases or commitments.

Warning: All Internet users should bear in mind that a continuous and complete record of all
Internet activity, including email, is maintained in respect of all Mobile phones in the Company.

The same legal and disciplinary considerations apply to Internet misuse as to the misuse of
other Company facilities. Employees, Contractors and Agency Staff engaging in unauthorised
activities may be subject to disciplinary action, up to and including termination of employment
and/or legal proceedings.

Use of the mobile phone unrelated to Company business as evidenced by this list (Which is
classed as unacceptable) will constitute a disciplinary offence and will be dealt with under the
Company’s disciplinary procedure.
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Absence from work

During prolonged absence from work, Company mobile devices may be temporarily
deactivated, although the Company will do what it reasonably can to seek agreement from
individual employee’s before taking such action.

Mobile Phone Use

Calls made by mobile devices can often be considerably more expensive than those made by
using landlines. Users should recognise this and use landlines where possible, although it is
acknowledged that this is not always possible if employees work out of office on the train
system itself. When mobile devices have additional features, these should only be used for
work purposes and once initial approval has been sought in writing from the relevant line
manager.

Where STM-issued handsets are provided with pre-loaded apps in set positions on home
screens, the location of these apps on the home screen must not be changed. Users can
download and install an appropriate amount of personal applications so long as these do not
impact on the delivery of an individual's job, nor do they hinder using the mobile device for
delivery of its intended work purpose. If the use of personal applications is abused, the
company reserves the right to reset the mobile device back to its issue state, basic work-
related applications only, and lock the device. Should a device be reset the company shall not
be liable for any lost personal applications, costs associated with lost applications or lost data
associated with the application.

Mobile devices will be regularly monitored for the purposes of validating the usage of apps and
the setup of apps on the device, to ensure that misuse of the device does not take place. As
part of monitoring the company may remotely reset mobile devices for administration or
security reasons, in doing so the company shall not be liable for any lost personal applications,
costs associated with lost applications or lost data associated with the application.

Users are reminded that the standard IT policy applies, and the company do not recommend
using corporate or personal credit / debit cards for any purchases via mobile devices as card
details could be compromised and abused or misused.

The voicemail facility provided with each connection (if applicable) should be activated by
employees and used to receive and collect messages when the employee is otherwise
unavailable. Mobile working employees should also regularly check messages.

There has been much discussion in the media over possible risks to health associated with the
use of mobile devices. In the absence of any conclusive evidence one way or the other as to
the existence of these alleged risks, the Company reminds users to limit calls on mobile
devices to no longer than is necessary for good business practice and to make use of
landlines wherever possible. Users who prefer to use a hands-free kit and earpiece should
request one.
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Employees are required to exercise reasonable care in looking after Company mobile devices.
Employees working in areas used by the general public need to ensure that devices are not
left unattended in public areas. Devices should also be locked, and passwords installed to
ensure data is protected.

Any loss, theft or damage of equipment should be reported to your Line Manager or in
accordance with local instructions. Repeated losses of equipment or damage sustained will be
investigated and could lead to disciplinary action. The decision to charge an employee for a
replacement phone will depend on the outcome of any investigation and where relevant
subsequent disciplinary action. This will depend on the facts of each individual case, however
if costs are sought, STM would endeavour to make deductions via payroll in a planned and
agreed manner with the individual involved.

Security

Employees must adhere to security passwords protocol to ensure devices are locked in public
areas unless accessed by the individual concerned.

Harassment

Any individual found to be making or sending hostile, harassing or bullying calls or messages
will be dealt with under the Company’s Disciplinary Procedure and Bullying and Harassment
Policy, which could lead to dismissal. If you receive such a call or message, you must inform
your line manager as soon as possible.

Policy review

The effectiveness of this policy will be monitored and may be reviewed by the Company at any
time. Any changes will be duly notified to all employees authorised to use the Company’s

mobile telephones.
Use of personal mobile devices

Mobile telephones may be used for private purposes during working hours in the case of an
emergency. STM recognises that employees may need to use mobile telephones for important
private purposes during working hours, but such use must be kept to a minimum, be
reasonable and in no way, interfere with your work.

Etiquette

Be considerate in your use of your mobile telephone. Turn it off when its use could be
distracting, for example during meetings and training sessions.

Security & Safety

Employees are reminded that they should consider personal safety and any health and safety
implications when using their mobile devices. For example, phones should not be used when
performing safety critical duties, i.e. dispatching a train. Employees should also follow any
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relevant local guidance contained in risk assessments when lone working or using the mobile
devices where their personal safety may be at risk. Employees are responsible at all times for
the security of mobile telephones issued to them. If a phone is lost or stolen, this should be
reported immediately so that the account and unauthorised usage can be stopped.

=

Chris Gibbs
CcOO
STM Group (UK) Ltd
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